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Background 
 
October is Cyber Security Awareness Month in Canada.  This report is to give the Board a high-level 
overview of the cybersecurity challenges facing our school district, the current state of the District’s 
defenses, and some of the ongoing and planned work to improve security.  The report seeks to shine a 
light on the need for an increased focus on awareness and ac�ons on cybersecurity. 
 
Discussion  
 
Introduc�on 

Over the last 10-15 years, maters of cybersecurity have moved out from the confines of those directly 
managing and suppor�ng Informa�on Technology into the main stream.  Significant and highly publicized 
and impac�ul security breaches began catching the aten�on of the media and public in the last 5-10 
years.  These incidents have now become frequent and normalized enough and are now regarded as an 
expected reality of our digital lives.  Today, only the most sensa�onal events atract the aten�on of the 
public and then only the aten�on of the local communi�es in which they take place.   Maters of 
cybersecurity are no longer of interest to IT leadership, they belong in the forefront of risk management 
ac�vi�es of public ins�tu�ons, private enterprise, governments, law enforcement, and indeed of every 
end-user of digital technology.  If you are using or applying technology today, either in your personal or 
professional life, you are constantly at a real and increasing risk of a cybersecurity breach that threatens 
aspects of your life, family, business and well being. 

 

Cyber Risk and the Evolving Threat Landscape 

Over 15 years ago, cyber criminals were mo�vated mainly by the value of stolen military, government or 
corporate secrets for poli�cal gain or for trade advantage, and o�en simply for the thrill of disrup�ng 
electronic opera�ons and/or communica�ons. 

Today, cybercrime is a major income generator for organized crime and state sponsors.  Any organiza�on 
or individual holding informa�on of value is a poten�al vic�m.  A ransomware atack is when a criminal 
gains access to your or your organiza�on’s digital data files, locks your access out, threatens to delete, or 
worse, publicly release the data, with a ransom demand for its release back to you (extor�on). 
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80 percent of schools across 14 na�ons were the target of ransomware atacks in 2022.  K-12 was the 
single most targeted industry, edging out higher-educa�on, and surpassing government, construc�on 
and healthcare.1  Why?  Schools are data-rich environments.  Schools and school districts are uniquely 
suscep�ble to pressure to bend to ransom demands and are excep�onally vulnerable from their historic 
under investment in the security of their digital infrastructure. 

 

Present and Increasing Risks 

 Data Breaches: Sensi�ve data like student records, staff informa�on, and financial data are prime 
targets. 

 Ransomware: Increasingly common in schools, where atackers encrypt data and demand a 
ransom for its release. 

 Phishing: A growing threat through decep�ve emails that target staff, students, and 
administra�ve systems. 

 Denial-of-Service (DoS) Atacks: Disrup�ng access to cri�cal educa�onal pla�orms and networks. 

With the criminal success of atacks against K-12, the criminals are highly mo�vated.  This is evidenced 
by: 

 The rise in sophis�ca�on: Cybercriminals are using more advanced tac�cs like AI-driven atacks 
and targeted spear-phishing campaigns. 

 The increase in frequency: Cyberatacks on educa�onal ins�tu�ons have spiked in the last few 
years, exacerbated by remote learning and hybrid working models. 

 Criminals leveraging exposure resul�ng from broader technology adop�on: As technology 
con�nues to offer digital solu�ons to age-old problems, con�nued pressure for their rapid 
adop�on by school districts o�en leaves security behind as an a�erthought, with criminals 
taking advantage of the gaps - e.g. with the implementa�on of IoT (‘Internet of Things’).  IoT are 
commonly specialized, Internet-connected devices that o�en replace older, non-networked 
technology in modern automa�on tools for facili�es maintenance and opera�ons areas, like 
HVAC, security and cameras in schools, but that also then leave significant security exposure 
entry points into the local networks. 

 

What’s at Stake for NLPS - Our District’s Digital Assets 

Today, our district spans almost 40 buildings in which users, devices and storage are connected to each 
other and to internet.  There are currently over 15,000 district-owned devices connected to the network, 
including iPads, laptops, Chromebook, servers, surveillance cameras, phone systems, HVAC, earthquake 
and vaping sensors and much more.  Each day, an addi�onal 7,000 personal (BYOD) devices also connect 
to our infrastructure. All of these devices carry, transmit, or store some informa�on of value.  In its 
custody, our district holds the personal and sensi�ve data of today’s 16,000 students and 2,200 staff, that 
of their families, and a vast collec�on of financial, payroll and HR data.  We host mul�ple websites and 
dozens of so�ware programs internally.  Addi�onally, due to data reten�on policies, we hold data on 
students and staff from the past.  Furthermore, we have rapidly adopted 21st century learning and 

 
1 htps://www.forbes.com/sites/frederickhess/2023/09/20/the-top-target-for-ransomware-its-now-k-12-schools/ 
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produc�vity pla�orms with dozens of web-based programs that are hosted in the ‘cloud’, completely 
elimina�ng the access boundaries that our previous district’s virtual perimeters confined us to.  As the 
region’s largest employer, it isn’t much of a stretch to speculate we hold the data of more people in our 
community than almost any other single organiza�on in the region.  This makes us a valuable target. 

While most school districts make sound emergency prepara�ons for the physical safety of students and 
staff, e.g. for natural disasters, etc., very litle focus is placed on the impact of a cyber event on 
opera�ons.  Vic�ms of cyber events are usually caught off guard on how reliant they are on technology 
for everything they do.  A significant cybersecurity breach event would most likely take every technology 
system offline, and there would be a number of associated costs or damages: 

 Financial: 
o Ransoms (Extor�ons): Centre for Internet Security (CIS) and the Mul�-State Informa�on 

Sharing and Analysis Center (MS-ISAC), which works closely with US school districts, 
reported that the average ransom demand for K-12 ins�tu�ons was typically between 
US$100,000 and US$1 million, depending on the district size and atack severity.2 

o Incident Response and Forensics: School districts o�en rely on external cybersecurity 
vendors for response and forensic inves�ga�on. These services typically cost between 
$5,000 to $25,000 daily. 

o Remedia�on and Infrastructure Hardening: Post-atack remedia�on o�en includes 
system upgrades and hardening, which could cost $10,000 to $25,000 daily for several 
days or weeks as systems are brought back online with enhanced security measures. 

o Down�me and Lost Learning Time: The cost of down�me, especially during school 
hours, can be significant. Daily costs for K-12 schools could range from $5,000 to 
$50,000 for disrup�ons in learning, teacher produc�vity, and administra�ve func�ons. 

o Communica�on and Public Rela�ons: Addressing public rela�ons and stakeholder 
communica�on o�en involves specialized teams, cos�ng $2,000 to $10,000 daily. 

o The IBM Cost of a Data Breach Report 2024 reported that the average cost of a data 
breach globally reached US$4.88 million, a new record high.3 

 Disrup�on to Learning Con�nuity, affec�ng students' educa�on and access to cri�cal resources. 
 Disrup�on to families/community/communica�ons. 
 Las�ng impacts from iden�ty the� and the exposure of private and sensi�ve info poten�ally 

released to the public. 
 Disrup�on to Opera�ons/Administra�on. 
 Impact to the District’s reputa�on in the local and wider community. 
 Sanc�ons from failing to meet FIPPA obliga�ons: FIPPA requires a public body to provide 

appropriate and reasonable physical and procedural security measures to protect personal 
informa�on in its custody or under its control by preven�ng unauthorized access to personal 
informa�on in its custody or control both from within and outside the public body. 

  

 
2 htps://www.cisecurity.org/ms-isac 
3 htps://www.ibm.com/reports/data-breach 
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Current State of Cybersecurity in the District [and recent improvements] 

The District’s digital assets are managed and supported by the IT department with a constant security-
forward approach. This culture has been developed more from a collec�ve sense of professional care 
than from a requirement to comply with cybersecurity standards (there are no such compliance 
standards that apply today for BC School Districts).  These are some examples of worthwhile security 
prac�ces and proac�ve defense measures currently in place [recent ini�a�ves highlighted]: 

 Latest genera�on firewalls at every district site with advanced filtering to minimize malware 
threats atemp�ng to cross into our trusted networks designed for appropriate separa�on of 
network traffic (e.g. separa�ng BYOD traffic from internal, trusted networks). [recent reviews 
and security enhancements made in 2023/24]. 

 Replacement of end-of-life network equipment at all district sites (a security risk) with new, 
supported gear and threat repor�ng and protec�on capability [ongoing, through NLPS Data 
Infrastructure Upgrade Project]. 

 Endpoint security (an�malware and other device protec�on on devices) [recently upgraded]. 
 Regular upda�ng and so�ware patching of all our managed devices. 
 Controls placed on end-user devices to minimize unauthorized or malicious so�ware 

installa�on or system reconfigura�ons. 
 Local data and server backup and restore procedures [recent improvements to resiliency]. 
 Shared resources locked down to authorized users. 
 Adherence to Role Based Access Controls (RBAC) where users (staff, students, contractors) 

are only given access to systems and files they are authorized to by way of their job �tle 
and/or assignment – we strive to apply the Principle of Least Privilege, where a user is given 
the minimum level of access they need to perform their job du�es [work underway to 
�ghten this up further]. 

 An�malware and an�-phishing policies and configura�ons on email systems [recent 
enhancements added]. 

 [New mandatory Privacy Impact Assessment prac�ces for any new ini�a�ve and program – 
includes security] 

 Cybersecurity awareness, ‘Spot the Scam’ campaign targe�ng all staff via email, newsleters 
and posters. 
 

Next Cri�cal Steps 

The most first step today is to bring the awareness and responsibility for the significant threats and risks 
of Cybersecurity incidents out from the exclusive domain of the IT Department and into each and 
everyone’s por�olio of responsibili�es, as a necessary part of living and working in and around 
technology.  Effec�vely keeping our students, staff, community and assets safe from these real threats 
starts with Board and Execu�ve sponsorship, support and par�cipa�on in a district cybersecurity plan 
and roadmap. 

Developing a formal Cybersecurity Plan will be a priority for IT and the District, and a necessary one to 
ensure we are commi�ng the necessary resources and effort towards measurable and meaningful 
improvements in our security posture and therefore our ability to fend off -and respond to- cyber events.  
An established security framework relevant to our sector and region, will be selected to inform our plan 
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and guide our efforts in the proven most effec�ve ways.  The plan will ar�culate objec�ves, goals and 
ac�on items based on objec�ve and ongoing assessments of our strengths, risks and gaps.   

Despite the proac�ve security measures taken thus far, as well as some reac�ve measures taken in the 
past in response to previous (rela�vely minor) cyber atacks in our district, we are keenly aware of some 
lucra�ve opportuni�es that exist today that we will want to tackle immediately. 

One of these opportuni�es is a district-wide roll-out of Mul� Factor Authen�ca�on (MFA).  MFA is now 
considered a must-have as a basic security control and requires the necessary stakeholder support and 
change management to carry out. 

Another opportunity for quick wins is a launch of a comprehensive cybersecurity awareness and training 
campaign for all users of technology.  Today’s sophis�cated and well-cra�ed atacks o�en target 
unsuspec�ng staff possessing a lower level of cybersecurity awareness.  An aware and vigilant user 
popula�on is one of our best defenses against cyber atacks. 

As we make the necessary shi� to a formalized security-informed approach to managing the digital 
environment through the development and implementa�on of a cybersecurity plan, the District will 
monitor and assess the org/staffing chart to ensure it aligns with today’s cybersecurity needs. 

 

Conclusion 

This report is to convey, during this Cyber Month, the urgency of the evolving and increasing cyber threat 
landscape while also jus�fying the need for increased focus, support and yes, an investment in new and 
con�nued cybersecurity resources for the District.  Given our close calls and the real instances of serious 
cyber events in our neighbouring districts demonstrate the clear value of a commitment to a long-term 
cost savings strategy through proac�ve investments and aten�on on cybersecurity as an avoidance to 
costly data breaches, ransomware payouts, and system and opera�onal down�me.  It is cri�cally 
important to take the preventa�ve approach and build a resilient security culture that acknowledges that 
cybersecurity is not just an IT issue but requires district-wide commitment, from leadership to staff and 
students, as well as a technically sound and supported plan to make us well-prepared for the present 
and future cyber challenges. 
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